VINCENNES TOWNSHIP FIRE DEPARTMENT

TERRORISM PROTECTIVE MEASURES AND ACTION ITEMS

STANDARD OPERATING PROCEDURE

PURPOSE

To heighten awareness of the Homeland Security System, enhance the safety of the members of the Vincennes Township Fire Department, pre-plan for possible terrorist attack and other threatening incidents.

NATIONAL THREAT LEVELS

Low Condition (Green): This condition is declared when there is a low risk of terrorist attacks.

Guarded Condition (Blue): This condition is declared when there is a general risk of terrorist attacks.

Elevated Condition (Yellow): This condition is declared when there is a significant risk of terrorist attacks.

High Condition (Orange): This condition is declared when there is a high risk of terrorist attacks.

Severe Condition (Red): This condition reflects a severe risk of terrorist attacks.  This condition, under most circumstances, is not intended for substantial periods of time.

ACTION ITEMS

Threat Level Green


Communicate alert level to all personnel.

Be alert to suspicious activity and report it to supervisor and / or law enforcement.


Routine operations with usual responder safety practices.

Threat Level Blue


Communicate alert level to all personnel.


Continue all procedures previously initiated.


Review and update emergency response procedures.


Provide the public with any information that would strengthen their ability to act appropriately.


Ensure emergency notification plan is updated. (telephone and pager numbers)

Threat Level Yellow


Communicate alert level to all personnel.


Continue all procedures previously initiated.


Develop alternate routes of transit for emergency evacuation and practice them.


Open communication links with key partners.


Review response plans for critical facilities.


Inventory critical supplies.

Consider plans and contingencies to assist public safety employees’ and volunteers’ family members regarding issues if the situation escalates and personnel are recalled leaving their family alone for extended periods of time.

Identify any planned community events where a large attendance is anticipated.  Consult with event planners regarding contingency plans, security awareness and site accessibility and control.

Page 2

Terrorism Action Items Continued 

Threat Level Orange


Communicate the alert level to all personnel.


Continue all procedures previously initiated.


Lock all doors to fire stations except main entrance.


Close truck bay doors when truck bay is not occupied.


Establish briefing schedule with partners on a periodic basis.


Evaluate staffing requirements.


Consider monitoring for chemical and / or radiological exposure.


Consider staging for safety. (attempt to allow for escape without backing)


Consider food and water supplies for stations.


Allow scheduled and approved PR details only.


Take additional precautions at public events.  (consider alternative venues or cancellation)


Provide security of all apparatus when off station.

Do not discuss ANY responses or capabilities with the public regardless of how insignificant it may seem.

Take additional precautions at emergency scenes – be vigilant to your surroundings.

Contact critical facilities.

Make routine security checks of all fire department buildings and grounds.

On duty personnel will periodically monitor news channels for updated information.

Threat Level Red


Communicate the alert level to all personnel.


Continue all procedures previously initiated.


Establish scene safety and security controlling access.  Be alert for devices to hurt responders.


Obtain incident specific briefing from partners.


All fire equipment, portable equipment and fuel cans must be kept at full capacity.


Suspend all tours and public relation details.

Consider canceling all time off. (vacations, trades, personal days, training leaves and leaves of absence)

Truck bay doors are to be closed at all times.

Deny open access to all fire department buildings.  All doors are to be locked.

Visits by non-public safety personnel should be limited.

Check identification of all visitors. (photo)

Have all visitors at fire stations sign in and out.

Delay any non-essential maintenance of apparatus, equipment and facilities.

All outside contractors must be accompanied at all times while on premises.

All apparatus will remain in quarters when not on official business.

Activate or alert special response teams.

Augment response assignments.  

Ensure all vehicles are secured to prevent unauthorized use.  Make every attempt not to leave vehicles unattended.

Restrict parking near stations.

Any fire department business requiring travel may be canceled at the discretion of the Chief or his designee.


Consider canceling on non-essential activities.
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Terrorism Action Items Continued

Threat Level Red (Regional / Area Threat)


Continue all procedures previously initiated.


Cancel all time off as described above.


Recall all career members to their assigned station.


Augment staffing with volunteer members.


Make provisions for continuous station security.

Deny access to all fire department buildings.  Only public safety and government officials will be allowed access.

Suspend all outdoor training activities.


Stock a 3-day (minimum) supply of food and water.


Cancel all non-essential activities.

